NEQATOrAM 06 UHOOPMALIMOHHOW BE3OMNACHOCTU

Koraa peyb 3axoant 06 MHpopMaumMoHHOM 6e30nacHOCTU, 0BbIYHO Mbl HAYMHAEM
AyMaTb O KOMMbloTEpaX, CeTAX, UHTepHeTe U xakepax. Ho ansa obpasoBaTesibHOM cpeabl
npobnema CToMT WmMpe: B OrpaxKaAeHUM yyallerocs oT MHpopMaunm, Kotopass MOXeT
HeraTuBHO MOBAMATL HA ero (opMMpOBaHME U pas3BUTUE, TO eCTb O NponaraHae
pa3NMYHOM HanpaB/IEHHOCTW.

MoHsaTne nHdpopMmaumMoHHOM 6e30nNacHOCTHU

Noa MHpopMaUMOHHOM 6e30NaCHOCTbI0 MOHMMAETCS 3aLMLLEHHOCTb MH(MOPMALIMOHHOMN
CUCTEMbI OT C/Ty4aHOro WiIn NpeaHaMepeHHOoro BMelaTeNbCTBa, HaHocaWwero ywepb
BNaZenbuam unam nonb3osaTensm MHpopMaunm.

Ha npakTuke BaHENWMMKN ABNSIOTCA TPU acnekTa nHdopMauMoHHoOn 6e3onacHoCTu:
e [OCTYNHOCTb (BO3MOXHOCTb 3@ pa3yMHOEe BpeMs nonyynTb Tpebyemyto
MHMOPMALMOHHYIO YCNyry);
e LIENOCTHOCTb (aKTyanbHOCTb M HEMNPOTMBOPEYMBOCTb MHMOPMaLMK, ee
3aLlMLLEHHOCTb OT pa3pyLleHns N HECAHKLUMOHMPOBAHHOIO N3MEHEHUS);
e KOH(MMAEHUMANBLHOCTb (3almnTa OT HECaHKLMOHMPOBAHHOIO NPOYTEHMUS).

HapylweHus A0CTYNHOCTU, LEOCTHOCTU N KOHMUAEHUMANbHOCTU UHMOPMaUNM MOryT
6bITb BbI3BaHbl PasfIM4yHbIMU OMACHbIMW BO34ENCTBUSAMU HA MHMOPMaLUOHHbIE
KOMMbKOTEPHbIE CUCTEMBI.

OCHOBHbIe yrpo3bl MH(POpMaLMNOHHOW 6€30MNacHOCTH

CoBpeMeHHas MH(pOPMaLUMOHHAA cMCTeMa NpeaCTaBNseT COB0M COXHYIO CUCTEMY,
COCTOALWYO M3 60NbLIOro YNC/Ia KOMMOHEHTOB Pa3/IMYHOMN CTENEHN aBTOHOMHOCTH,
KOTOpble CBSiI3aHbl Mexay cobon n obMeHMBaKTCA AaHHbIMU. [TpaKTUYeCKM KaxAabin
KOMMOHEHT MOXeT NOABEPrHYyTbCA BHELWHEMY BO3AENCTBUIO UM BbINTU U3 CTPOS.
KOMNOHEeHTbl aBTOMATM3UPOBAHHOM MHMDOPMALMOHHON CUCTEMbI MOXHO pa3buTb Ha
cnepytowme rpynnbi:

AnnaparHble cpeAcTBa. DTO KOMMNbIOTEPbI M UX COCTaBHble YacTu (Npoueccopsl,
MOHUTOPbI, TEPMUHAaNbI, NepudepuiiHble YCTPOMUCTBA — NPUHTEPDLI, KOHTPOIEPSI,
kabenu, NMHUKN CBA3N N T.4.);

lporpammHoe obecreyeHune. D10 NpMobpeTeHHbIE NPOrpaMMbl, UCXOAHbIE,
06beKTHble, 3arpy304Hble MOAYNN; ONepauMoOHHble CUCTEMbl U CUCTEMHbIE MPOrpaMMbl
(KOMMMANATOPbI, KOMNOHOBLUMKK U AP.), YTUAUTbI, AMarHoCTM4Yeckue nporpamMmbl v T.4.;
AaHHble, XpaHNMble BPpEMEHHO M NOCTOSIHHO, Ha AUCKaX, (G3WwKax, neyaTHble,
apXMBbl, CUCTEMHbIE XYPHanbl U T.4.;

MepcoHan. Nonb3oBaTenu, CUCTEMHbIE aAMUHUCTPATOPbI, MPOrpPaMMUCTbI U Ap.

OnacHble BO34ENCTBUSA HA KOMMbIOTEPHY MHPOPMALMOHHYK CUCTEMY MOXHO
noAapasaenuTb Ha Cly4YyanHble U nNpegHaMepeHHble. AHanu3 onbiTa NPOEKTUPOBaHMUSA,
WM3roTOB/EHUSA U 3KCMTyaTaunmm MHMOPMALMOHHbBIX CUCTEM MNOKA3blBAET, UYTO
MHdOopMaumsa NoaBeEpPraeTCcs pasIMyHbIM C/ly4aHbIM BO3AENCTBUAM Ha BCEX dTanax
LMKNA XU3HU CUCTEMBI. MpnUYMHaMK cnyvyanHbiX BO3AENCTBUIA NPpU SKCNyaTaumMm Moryt
ObITb:

e aBapUMHbIE CUTYaUWUN N3-3a CTUXUIAHBbIX 6€ACTBUA N OTKITIOYEHUIA

3/1eKTPONUTaHUSA;

e OTKasbl n cbon annapaTtypsbl;

e owKnbKM B NporpaMMHOM obecnedeHunu;

e owmnbkM B paboTe nepcoHana;

e [OMEXM B JIMHUAX CBA3WN U3-3a BO3AENCTBUIM BHELLHEN Cpeabl.

NMpeaHaMepeHHble BO3AENCTBUA — 3TO LesieHanpaBfeHHble AeACTBUS HapywuTens. B
KayecTBe HapyLwuTens MOryT BbICTynaTb CAYyXalUunin, NnoceTUTeNb, KOHKYPEHT, HaeMHUK.
Oenctema HapywuTens MoryT 6biTb 06yCnoBieHbl pa3HbiIMWU MOTUBAaMU:

e HeAOBOJIbCTBOM C/ly>allero ceBoei Kapbepon;

e B3ATKON;



e 06ONLITCTBOM;
e KOHKYpeHTHOW 6opbboi;
e CTPEM/IEHMEM CaMOyTBepAMTbLCS NOH60M LEeHON.

MOXHO COCTaBUTb M’MMNOTETUYECKYO MOAENb NOTEHUMAIbHOIO HapyLNTens:
e KBanU@UKaUMA HapyLIMTENs Ha ypoBHe pa3paboTunmka AaHHOM CUCTEMbI;
e HapywuTenem MoXeT 6bITb Kak MOCTOPOHHEE NINLO, TaK N 3aKOHHbIN
rMonb30BaTe/lb CUCTEMDbI;
e HapywuTento M3BecTHa MHGopMaumsa o NpuHUMnax paboTbl CUCTEMBI;
e HapywwuTenb BblbnpaeT Hambonee crnaboe 3BEHO B 3aluuTe.

Hanbonee pacnpocTtpaHeHHbIM 1 MHOroo6pasHbiM BUAOM KOMMbIOTEPHbBIX HapYLUEHUN
ABNSAETCA HECAHKUMOHMPOBAHHbIN A0CTYMN. HeCaHKUMOHNUPOBAHHbLIN AOCTYN UCMONb3YyeT
nobyto owmnbKy B CUCTEME 3alMTbl M BO3MOXEH NPWU HEpaLMOHanbHOM Bbibope cpeacTs
3aWMTbl, UX HEKOPPEKTHOW YCTaHOBKe N HacTponke.

MNMpoBeaeM KnaccndmKkaumio KaHanoB HeCaHKLMOHMPOBAHHOIO AOCTYMNa, N0 KOTOPbIM
MO>HO OCYLECTBUTb XULLEHNE, NUBMEHEHME NN YHUUTOXEHME nHdbopMauun:
Yepe3 yenoBeka:
e XUWlEeHWe HocuTenem nHhopmauum;
e YyTeHue MHPOpPMaUNM C IKpaHa MM KnasuaTypbl;
e YTeHMe MHpOopMaUNM U3 pacrnevaTKku.
Yepes nporpaMmmy:
e epexBaT naponen;
e Jgewndgposka 3awmdpoBaHHON MHMOpMaLMK;
e KOMWpOBaHWe MHMOPMALUNM C HOCUTENS.
Yepe3 annapartypy:
e MOAK/IOYEHMe creumanbHo paspaboTaHHbIX annapaTHbIX CPeacTs,
obecneumBaroLwmMx AOCTYN K MHboOpMauum;
e rnepexBaT NO6OUYHbIX 3/1EKTPOMArHUTHbLIX U3Ty4eHU OT annapaTypbl, TUHUI
CBSI3U, CETEN INEKTPONUTAHUSA U T.4.

Ocob0 cneayeT OCTaHOBUTLCS Ha yrpo3ax, KOTOPbIM MOTyT NoABEpraTbCs
KOMMbloTepHble ceTn. OCHOBHasi 0CO6eHHOCTb 11060 KOMMNbIOTEPHOM CEeTU COCTOUT B
TOM, YTO ee KOMMNOHEHTbI pacnpeaenieHbl B NpocTpaHcTBe. CBA3b MexXay y3namum ceTu
ocyliecTBnsaeTcs hUs3nyeckn ¢ NoMoLWbio CETEBbLIX IMHUA M NPOrpaMMHO C NOMOLLbIO
MexaHu3Ma cooblieHunn. MNMpu 3ToM ynpasnstowme cooblieHns n gaHHble,
nepecbiylaeMble MeXay y3namu cetn, nepeaatoTcs B BUAe naketos obmeHa.
KoMNblOTEpPHbIE CETU XapaKTepHbl TEM, YTO NPOTUB HUX NpeanpPUHUMAlOT Tak
Ha3blBaeMble yaasieHHble aTakn. HapywunTenb MOXET HaX0ANTbCS 3a ThbICAYM
KWIOMeTpOoB OT aTaKkyeMoro obbekTa, Npu 3TOM HanaAeHU0 MOXEeT NnoaBepraTbCs He
TONIbKO KOHKPETHbIM KOMMbOTEP, HO U MHpOPMaLns, NepeaaroLwascsa no ceteBbiM
KaHanam cBs3u.

O6ecneyeHue nHpopMaLMOHHON 6e30NacHOCTHN

dopMmnpoBaHme pexmnma MHPOpMaUNOHHON 6e3onacHOCTU — NpobneMa KoOMMeKcHas.
Mepbl MO ee peLleHnto MOXHO Noapa3aesinTb Ha NATb YPOBHEN:
1. 3akoHogaTesbHbIA . DTO 3aKOHbl, HOPMATMBHbIE aKTbl, CTaHAAPTbI M T.M.

HopmaTtueBHO-npaBoBas 6a3a onpegenstoowas NOpSA0K 3aWmnTbl MHPOpMaLmK:
2. MopanibHO-3THNYeCKMni. BCeBO3MOXHble HOPMbI MOBEAEHUS, HeCcobtoaeHne
KOTOPbIX BeAET K NAAEHUIO MPEeCTMXa KOHKPETHOIO YesioBeka Mnu Lenon opraHusauum.
3. AAMUHNCTpaTBHbINA. [lencTBus obliero xapakrepa, npeanpuHMMaeMble
PYKOBOACTBOM OpraHm3aunu. TakumMmn AOKYMEHTaMn MOryT ObiTb:
e [puvKas pyKoBoAMTENS O Ha3HAYEHWM OTBETCTBEHHOro 3a obecneyeHune
MHPOpMaUMOHHON 6e30MNacHOCTH;
e JI0JIKHOCTHble 06593aHHOCTM OTBETCTBEHHOIO 3a obecrneyveHune
MHdOopMauUMoHHOM 6e30nmacHoCTy;
e MepeyeHb 3awmuaeMblX MHHOPMALNOHHbBIX pecypcoB 1 6a3 AaHHbIX;



e VHCTPYKLMIO, ONpeaensoLLyo NopsaoK npeaoctaBieHns nHgopMaumm
CTOPOHHMM OpraHu3auusM rno Mx 3anpocam, a Takxe no npa.BaM AOCTyna K
HEN COTPYAHMKOB OpraHm3auuu.
4. dnsnyeckmnii. MexaHmyeckme, aNIeKTpO- U IEKTPOHHO-MeXaHNYeckne NpensaTcTBUS
Ha BO3MOXHbIX NYTAX NPOHUKHOBEHMS NOTEHLUMANbHbIX HapyLMTeNnen.
5. AnnapatHo-nporpaMMHbIA (3N1EKTPOHHbIE YCTPOMCTBA U CneunanbHble NporpaMMbl
3alnTbl MHPOpMaLMn).

MpuHATbIE Mepbl NO Co34aHMI0 6e3onacHOn MH(OPMaLMOHHOM CUCTEMbI B LLKONE:

e ObecneyeHa 3aWwmTa KOMMbIOTEPOB OT BHELWHMX HECAHKLMOHMPOBAHHbIX
BO34EeNCTBUN (KOMMNbIOTEPHbIE BUPYChI, lorndeckme 60MbbI, aTakm XakepoB U
T. A4.)

e YCTaAHOBNEH CTPOrni KOHTPOJIb 3@ 3NEKTPOHHOM noyTon, obecneyeH
MOCTOSAHHbIM KOHTPOJIb 3@ BXOASALWEN U UCXOASALWEN KoppecrnoHAeHUMeEN.

e YCTaHOBJ/IEHbl COOTBETCTBYIOLME Maponn Ha nepcoHanbHble K.

e Mcnonb3oBaHbl KOHTEHT-PUABTPLI, AN8 GuabTpaunm CauToB NO MUX
conepXxXmMmomy.

EavHas COBOKYMHOCTb BCEX 3TUX MEpP, HaNpaBNEHHbIX Ha NPOTUBOAENCTBME Yrpo3aM
6e30MacHOCTU C Lefblo CBEAEHUS K MUHUMYMY BO3MOXHOCTM yllepba, obpa3ytoT
CUCTEMY 3aLUUTHI.

CneunanucTtbl, UMetoLne OTHOLEHNE K CUCTEME 3alUNTbl AOMKHbI MOSHOCTbIO
npeactasnsaTb cebe NpuHUMNbI ee PYHKUMOHNUPOBAHUS U B CllyYae BO3HUKHOBEHUS
3aTpyAHUTENbHbIX CUTYaUnUi aAeKBaTHO Ha HMX pearMpoBaTb. 104 3aWMTON A0/KHA
HaxoAmnTbCH BCS cmcteMa 06paboTkm nHdopmMaumu.

Jlmua, 3aHuMarowmecs obecneyeHneMm MHGOpPMaLMOHHON 6€30MacHOCTUN, AO/MKHbI HECTH
JINYHYIO OTBETCTBEHHOCTb.

HaaexHasa cuctema 3awmTbl 40MKHA 6bITb MONHOCTLIO MPOTECTMPOBAHA M CornacoBaHa.
3awmTta ctaHoBuTCS 6bonee apdheKTnBHOM N rMbKON, ecnim oHa AOMYCKAET U3MEHEHME
CBOMX NapaMeTpoB CO CTOPOHbI aAMUHUCTPATOpa.

B 3ak/toueHMe CBOEro Aoknaza XoTesiocb 6bl AaTb HEKOTOPbLIE peKoMeHAauun no
opraHusaumm paboTbl B MHDOPMALMOHHOM MPOCTPaHCTBE, YTo6bl y6epeub cebs n CBOUX
6/IM3KNX OT UHTEPHET-MPECTYMHUKOB.

PekoMeHaauLMm no opraHmMsauum pa6otbl B UHPOPMALLMOHHOM NMPOCTPAHCTBE

1. Nepepn HayanoMm paboTbl HEO6X0AMMO YeTKO CHOPMYNMpPOBaTh LieNlb MU BONPOC Momcka
MHdOopMaumun.

2. XXenatenbHo BblpaboTaTb ONTUMAsIbHbIN anropuTM NOMcKa MHpoOpMaunm B ceTu
NHTepHEeT, YTO 3HAUMTENbHO COKPATUT BPEMS U CUAbl, 3aTPavyeHHble Ha MOUCK.

3. 3apaHee yCcTaHOBUTb BPEMEHHbIN NUMUT (2-3 4aca) paboTbl B MHPOPMaLMOHHOM
npocTpaHcTee (NpPOCMOTP Tenenepenaydun, YteHme, UHTepHeT).

4. Bo BpeMs paboTbl HE06X0AMMO AenaTtb nepepbiB Ha 5-10 MUHYT ANa CHATUSA
pU3nNYecKoro HanpsaXKeHNsa 1 3puUTeNbHON HarpysKu.

5. Heob6xoanmo 3HaTb 3-4 ynpaxHeHUs ANs CHATUS 3pUTENIbHOMO0 HaMpsiXKEHUS U
dur3nyeckomn ycranocTu.

6. PaboTaTb B XOpOLLUO NPOBETPEHHOM MOMELLEHUN, NPU ONTUMAJIbHOM OCBELLEHUN U B
yAob6Ho nose.

7. He cTouT nerkombicneHHO obpallaTbCs CO cnaM-nmMcbMaMm U 3axoauTb Ha
Hebe3onacHble Be6-calTbl. AN MHTEpPHET-NPEeCTYNHUKOB Bbl CTAHOBUTECH NTErKOMn
nobbluen.



8. Mpwn perncrpaunm B coumarnbHbIX CETSX, HE YKa3biBalTe CBOW NepCoHasbHble
AaHHble, HaNpUMep: aapec NN AeHb POXAEHUS.

9. He MCI'IOJ'Ib3YﬁT€ B NIOrMHE UK nNapone NnepCcoHasibHblE AaHHDbIE.

10. Bce 310 No3BONSET MHTEPHET-NPECTYNMHUKAM NOAYYUTb AaHHbIE AOCTyNa K
aKKayHTaM 3/IEKTPOHHOM MoYTbl, @ TakXXe MHPMUMpoBaTb AoMaluHWe MK Ans BKAOYEHMUS
nx B 60T-CETb MW A/ NOXULLEHUS BAHKOBCKMX AaHHbIX poaAnTenen.

11. CospanTe cobCcTBEHHbIN Npodunab HA KoMMbloTepe, YTobbl 06e3onacuTb
MHDOPMALMIO, XPAHALLYIOCS Ha HEM.

12. He 3abbiBalite, 4uTo haKTbl, O KOTOPbIX Bbl Y3HaeTe B HTepHETE, HY)KHO OY€eHb
XOpOLWO NpoBepuUTb, ecnin BblbyaeTe NCnosib30BaTh UX B CBOEW AOMalLHen paboTe.
Llenecoobpa3Ho CpaBHUTb TPU UCTOYHUKA MHPOpMaLnKM, Npexae YeM peLlnTb, Kaknum
MCTOYHMKAM MOXHO A0BepATb.

13. O gpocToBepHOCTM MH(pOPMaLNM, NOMELLEHHOM Ha CanTe MOXHO CyAUTb N0 CaMOMy
canTy, y3HaB 06 aBTOpax camTta.

14. Pa3mewasn nHdopmaumio o cebe, cBOMX BAN3KNX N 3HAKOMbIX Ha CTpaHMUax
couMasnbHbIX CceTelr, CnpocuTe NpeaBapuTesbHO paspelleHne y Tex, 0 KoM byaeT aTa
MHdopMaums.

15. He cnepgyet pa3MelwaTb Ha cTpaHuuax Beb-cantos ceou otorpacdumun u
doTorpacdmmn cBomx 6IN3KNX N 3HAKOMbIX, 3@ KOTOPble BaM MOTOM MOXeT 6bITb CTbIAHO.

16. CobntogarnTe npasuna aTuku npm obweHun B MHTepHeTe: rpybocTb nposounpyeT
APYruX Ha Takoe Xe noseaeHune.

17. Ncnonb3ys B cBoer pabote matepman, B3ATbl U3 MHPOPMALMOHHOIO UCTOYHMKA
(KHUra, nepmogmnyeckas neyatb, VIHTepHeT), cneayeT ykKasaTb 3TOT UCTOYHUK
nHdopMaumMn nnn caenaTtb Ha Hero CCblKy, ecnn Matepman 6bin BaMmn nepepaboTaH.

A ; PEKOMEHAYEM

«Bbe3sonacHocTb B UHTepHeTe» — Kypc oT AkageMmuun AAHaekca

Kypc Ana WKONbHUKOB 6—9 KNaccoB, HO OH ByAeT Mone3eH U poaUTENsM, a TaKxXKe
yUYnTeNaM, MAAHMPYIOLWMM pacCKasbiBaTb B LWKOMe O 6e30MacHOM MCMofib30BaHUK
WHTEpHETa, Hamnpumep, BO BpeMa Bcepoccuiickoro ypoka no 6e3onacHocTM B
NHTEPHETE, WU MPOBOAMTb YPOKM (DMHAHCOBOM rpaMoTHOCTU. B Kypce Tpu pasaena.
Kaxxablii pasaen COCTOUT U3 KOHCMEKTa A1 CaMOCTOSATENIbHOrO U3YyUYeHUs, BUAEO-YpPOKa
M TecTa, MOMOratoLLEro fyylle YCBOUTb U3YUYEHHbI MaTepuan. Mbl HaJeeMcs, UTo Kypc
MOMOXET IOHbIM MO/Ib30BATENAM UHTEPHETA HE MOMacTbCA Ha YAOUYKY MOLUEHHWNKOB.

Jlura 6e3onacHoro NHTepHeTa: ypoku 6e3onacHoro MHTepHeTa. 34eCb Bbl HaAéTe
pa3sHoobpasHble MaTepuasnbl K ypokaMm 6esonacHoro MIHTepHeTa.

[ )

Ha cante «LleHTp 6e30nacHoro nHtepHeTa B Poccmn» nonesHas nHdopmaums ans
AeTein, NoAPOCTKOB M B3POC/bIX.

NHTepHeT-MolweHHUYecTBO. MNamMaTtka MB/, ansa rpaxaaH.


https://stepik.org/%D0%91%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C-%D0%B2-%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82%D0%B5-191/
http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-and-teachers-detail.php?ID=3652
http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-and-teachers-detail.php?ID=3652
http://www.saferunet.ru/ruaoi/
https://мвд.рф/document/1910260

¢ JInHua noMowm «Jletm oHsMlaH>» — 6ecrniaTHasi BCepoCCUMUCKas
cnyx6a tenedoHHOro U oHJ1IavH KOHCYJIbTUPOBaHUA ANA AETEA U B3POCbIX
no npo6baeMmaMm 6e30NacHOro UCNnoJib30BaHUS MHTEpHEeTa U MOGUJIbLHOU CBA3M.

e Fopsayan Jinuusa ®oHaa [lpyxecrBeHHbIn PyHeTt

e DepepanbHasg nporpaMmMma 6e30nacHOro AeTcKoro nHrepHera lfrorynab

e UHTepHeT 1 getn. CoBeTbl MO 6€30NacHOCTU OT JsiabopaTtopuu Kacnepckoro
« MpaBusa 6e3onacHo paboTbl B UHTEpPHETE OT KoMnaHuun Microsoft

e Ponunku no 6esonacHoOMy MCNOJiIb30BaHUIO MHTEPHETA OT koMnaHuu Google

e MeToauueckoe pykoBoacTso "[ecTpyKTUBHOE BO34ENCTBME HA JIMYHOCTb B CETU
"MHTepHeT"

o MamsaTka no rmbepbesonacHOCTU AN HeCOBepLUEHHONETHUX

e POJIb M MECTO 3alunThbl NpPaB cy6bEKTOB NEPCOHANbHbIX AaHHbIX B obecneyeHnn
knbepbesonacHocTun


http://detionline.com/helpline/about
http://detionline.com/helpline/about
http://detionline.com/helpline/about
http://www.friendlyrunet.ru/
http://gogul.tv/
http://www.kaspersky.ru/keeping_children_safe
https://technet.microsoft.com/ru-ru/library/cc722487.aspx
http://www.youtube.com/watch?v=3Ap1rKr0RCE
http://int-nadezhda.edusite.ru/DswMedia/metodichkapobullingu.docx
http://int-nadezhda.edusite.ru/DswMedia/pamyatkapokiberbezopasnostidlyanesovershennoletnix.docx
http://int-nadezhda.edusite.ru/DswMedia/kiberbezopasnost-.pdf

